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In the past, management of risk in the public service did

not receive adequate attention. This originates from the

fact that the previous governments administration was

based on a rule-bound approach, a hierarchical system

of management and accountability was negligible.  Now,

however, with the introduction of the Public Finance

Management Act (PFMA), 1999, the foundation has been

laid for a more responsible corporate governance

framework as well as an accountable financial

management system for the public service. The Act has

also established the legal framework for risk

management in the public service.

Risk management is a key management tool to support

accountability and is invaluable in preventing corruption

and the wastage of resources. Risk management

processes and responsibilities are incorporated in the list

of responsibilities allocated to Accounting Officers and

Audit Committees. However, these responsibilities are

extended to all Managers in terms of the provisions of the

PFMA. It establishes accountability for Risk

Management at all levels of management and it becomes

everybody’s responsibility. 

During 2001, the PSC published a report: “Integrated

Risk Management - a Provincial Perspective”. One of the

findings in the report was that the effective

implementation of adequate and appropriate risk

management strategies at the operational post levels

(nine to twelve) are hampered by a lack of knowledge,

skills and resources/work tools.

This report on international best practice will provide

useful information to government departments on risk

management frameworks. The Public Service

Commission hopes that the report will enhance the risk

management skills and knowledge base of officials and

that it would be used as a reference tool.

The best practice contained in this report provides the

basis for the compilation of a risk assessment tool for the

public service. Such a tool will enable the PSC to

evaluate the content of risk management frameworks

implemented in the various departments. We trust that

this report will add value to the current work of public

service managers throughout South Africa.

Yours sincerely

Professor Stan S. Sangweni

Chairperson: Public Service Commission

FOREWORD BY THE
CHAIRPERSON OF THE 
PUBLIC SERVICE COMMISSION
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Introduction

The Public Finance Management Act (1999) sets the

framework for accountable financial budgeting and

financial administrative activities in Government

Departments. Within such a context, risk management

becomes an important mechanism for implementation in

support of financial planning and accounting activities

within departments. The Public Finance Management Act

itself requires the Accounting Officer of any organisation

to put in place a risk management system. The

regulations issued in terms of this Act, further extend this

requirement by putting much emphasis on fraud

prevention and the establishment of internal audit

capacity and audit committees. Since 2001, the Public

Service Commission has undertaken to promote the

practice of Risk Management as a means towards the

prevention of corruption. This involves an active process

of identifying risks within departments, assessing their

likely impact, planning an appropriate response, and

monitoring the high risk areas and effectiveness of the

remedial strategies. 

Background and Methodology

Against the above background this study was

commissioned to review best practices in risk

management frameworks in countries around the world

and to develop an evaluation tool based on the findings

of such a review. Four countries around the world was

selected, namely, the United Kingdom (UK), the United

States (US), Canada and Australia. The four countries

reviewed have put in place comprehensive risk

management frameworks and guidelines to guide their

public sector agencies in undertaking risk management

activities.

This comprehensive report documents practices and

frameworks that were reported by the countries

reviewed. The review was based on a desk study that

focused on published documents as the primary source

of information. What was best practice in one country or

one organisation may not necessarily be best practice for

another. However, for the purpose of this study, a best

practice would be that which individual countries or

organisations in that country have recommended as the

appropriate way of conducting risk management

activities. The best practices identified are believed to be

a very comprehensive set of practices.

The best practices from each of the organisations in the

sample are documented in the report without reference

to the organisation from which they were found. The

report does not attempt to present a comprehensive

account of what each country or organisation within the

sample has done therefore.

Findings

Generic Risk Management Process. The report

established that the components of the risk management

process are generic across the countries reviewed.

Although most countries and organisations reviewed,

view the risk management process as a generic

framework for risk management, they do identify specific

practices that are important for improving the

management of risk.

Risk Management Techniques. The report documented

specific risk management techniques, methods and tools

that the countries reviewed utilise. These are not

exhaustive, but are believed to be a representation of

what is commonly utilised in practice. However, the

countries reviewed use each of them to varying 

degrees. In practice, techniques are used depending on

the nature of services being provided and the 

knowledge of personnel performing risk management

activities. 

EXECUTIVE SUMMARY
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Risk Identification Tools. The risk register or risk

information sheet is probably the most important tool in

identifying, analysing and documenting potential risks. It

serves as an up-to-date information database about the

status of individual risks. It also provides information

about the effectiveness of certain risk management

actions.

Risk Management Plan. The risk management plan is

the final output of the risk management planning

process. The purpose of this plan is to document

individual responsibilities, the steps that need to be taken

in undertaking risk management activities and to give

effect to risk management policies. For the countries

reviewed, risk management plans are composed of six

main components, namely roles and responsibilities,

documentation, risk management process tasks or

activities, timetable for risk management activities, and

risk management budget and contingency fund.

Risk Management Best Practice. A more

comprehensive and inclusive approach was adopted to

define best practices as those that are recommended by

all countries and organisations that were reviewed as

part of this desk study. This has led to the identification of

twenty-four specific best practices apart from the generic

risk management process on which all the countries

agree. The identified risk management best practices are

viewed to be of significance in implementing risk

management frameworks. These are detailed in section

seven of the report and are summarised in section twelve

of the report. Special emphases are, however, placed on

the following practices:

• Continuous improvement was by far the most

frequently reported best practice among the coun-

tries reviewed. This suggests that risk management

is an ever-changing field and requires organisations

to pay closer attention to the developments both in

the external and internal environments.  

• Top management’s strategic direction and

commitment are also regarded as very important if

risk management processes are to be successful

and effective. Here management is expected to lead

the process and ensure that everybody within the

organisation understands the benefits risk

management has for the organisation. 

• The involvement of all personnel at all the

management levels ensures that risk management

activities are applied consistently across all levels of

management within the organisation. Again, the

philosophy that every manager is a risk manager

ensures that everybody is involved in risk

management programmes.

• The whole system is facilitated by an effective

communication system. Without it, employees are

less likely to know and understand the purpose and

importance of their activities in the whole risk

management system and in contributing to the

overall objectives of the organisation. A clear

definition and communication of the concept of risk is

pivotal to the success of risk management

programmes. Defining reporting methods, frequency

of reporting, and clear lines of reporting and

accountability make a significant contribution to a

well-informed and motivated organisational team.

Observations

Although the best practices presented in this report

would not be ideal for each individual state department in

South Africa, they remain highly relevant nonetheless.

They have the potential to assist in strengthening the

progress that government departments have made on

implementing risk management frameworks. They will

also help in making individual departments aware about

the steps they could take to improve their risk

management practices in future.

Risk management cannot be a success if other

management systems are not coordinated and

integrated with it. It is thus important to ensure that

organisations have effective management systems to

support risk management. Risk management is not

something to be undertaken in isolation. The countries

reviewed have repeatedly reported that it has to be

integrated with other management processes under-

taken in organisations. This involves, but is not limited
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to, strategic planning processes, performance manage-

ment systems, human resource management systems,

reporting systems and other internal control activities.

A brief assessment of the applicability of the identified

risk management best practices to the South African

public sector was undertaken as part of the research. It

concludes that given the policy and legislative framework

on risk management in South Africa, the best practices

are broadly applicable. The recommendations of this

report should therefore become a subject of critical

engagement if state departments wish to be be globally

competitive in their application of risk management

practices. 
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1.1 Purpose of study

Section 195 of the Constitution of the Republic of South

Africa emphasises the values and principles underlining

public administration, which include the efficient,

economic, and effective use of resources in the public

sector. It also provides for a public administration that is

accountable and transparent through the provision of

timely, accessible and accurate information. In addition

to the constitutional provisions, the public service

regulations provide for the implementation of a

management framework for the entire public service.

Planning is very important in clarifying the intentions of

government in the medium term; facilitating the allocation

of budgets according to priorities; monitoring results and

enforcing accountability in the whole of government.

Embedded within this planning framework is an internal

control and risk management framework that serves to

ensure that public service organisations achieve their

outcomes. Risk management is undoubtedly one of the

most important management tools during an era of public

service reforms. The Public Finance Management Act

(PFMA, 1999) makes risk management and the design of

internal control mechanisms the responsibility of the

accounting officer of the department concerned. Internal

audit committees will serve as independent bodies that will

verify the adequacy of internal control and risk manage-

ment frameworks of any public sector department.

The roles and responsibilities for the implementation of a

Risk Management strategy is contained in the

regulations published in terms of the PFMA. Chapter

three of the regulations revolves around risk

management and can be summarized as follows: 

• The Accounting Officer must ensure that a risk

assessment is conducted regularly to identify the

emerging risks of the organisation. 

• A risk management strategy, which must include a

fraud prevention plan, must be used to direct internal

audit effort and priority and to determine the skills

required of managers and staff to improve controls

and to manage these risks.

• The strategy must be clearly communicated to all

officials to ensure that the risk management strategy

is incorporated into the language and culture of the

institution. 

The extension of the general responsibilities, in terms of

Section 45 of the PFMA, to all managers is a cornerstone

in the institutionalisation of risk management in the public

service. It establishes accountability for risk manage-

ment with all levels of management, and does not limit it

to the accounting officer or internal audit units.      

In addition, the regulations issued in terms of the PFMA

require the preparation of fraud prevention plans based

on a risk assessment. This shows the degree of

importance the legislative, policy, and constitutional

framework accords to risk management.

To ensure that public service departments effectively

undertake risk management within their service delivery

areas, there is a need for guidelines on risk manage-

ment. Putting in place effective risk management

guidelines and evaluation tools requires a review of the

current practice and experiences internationally. This will

ensure that the South African public service learn from

other countries implementing risk management

frameworks as part of reforming their public sectors. 

1.2 Objectives and outcomes

1.2.1 Objectives

a) The main objective of this study is to undertake

research on best practices (public service) in risk

1 BACKGROUND
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management in at least four international countries.

The best practices will serve as guidelines on the

establishment of risk management frameworks to

the South African public service. 

b) Based on these findings, a risk management

evaluation tool will be developed.

1.2.2 Outcomes

The outcome of the research will enable the PSC to

undertake an evaluation of the risk management

frameworks or plans developed by departments using

the risk assessment tool. The evaluation tool should

enable the PSC to form value judgements regarding the

quality of departmental risk management frameworks.

METHODOLOGY/APPROACH

1.3 Research methodology

1.3.1 Approach and limitations

This research report is based mainly on a review of the

literature on best practices in risk management as well as

documents specific to risk management frameworks put

in place by the identified countries. The study was mainly

desk study based on published documents and did not

involve conducting surveys. This approach has a bearing

on the definition of best practices. The document

assumes that documented practices are actually

implemented in the countries concerned. It is important

to note that the Treasury Board Secretariat (TBS) of

Canada has commissioned a study on international best

practices in risk management. That study has identified

21 best practices while our review has identified 24. A

summary of the best practices identified in the TBS study

has been included under the relevant sections. This

brings the total number of best practices reported in this

report to 31.

1.3.2 Research sample

The countries reviewed are Australia, the United States,

the United Kingdom, and Canada. During the review

process, other organisations were also taken into

account. These include the National Aeronautical and

Space Administration (NASA) as well as other

government departments that had risk management

frameworks in place. In the case of the United States,

some of the information is from the individual states.

1.3.3 Structure of the report

The organisation of the report follows the logical risk

management process that is contained in the risk

management framework. Section two starts off reviewing

terms and issues that are relevant to risk management

and to this study in particular. Section 3 of the report

summarises the steps that are involved in the risk

management process. These steps are generic to all the

countries and organisations that were reviewed. Section

4 discusses the techniques that are used in various steps

in the risk management process. The tools, methods,

approaches, templates, and documents that are

commonly used in risk management are then

summarised in Section 5. The risk management plan

deserves special attention since it is the final output of

the risk management planning process. Therefore, the

report devotes the whole of Section 6 outlining the

various parts of the plan, as reported by some of the

countries reviewed.

Section 7 focuses on the summary of best practices as

synthesised from the documents of various countries

reviewed. This section also documents additional best

practices that were not identified from the current review

but were identified in the Canadian risk management

best practice study. The applicability of the best practice

to the South African public sector is one of the most

important issues that need to be taken into account.

Section 8 focuses on this issue of applicability and lists

the criteria that were identified by the TBS study on risk

management best practices. Section 9 recaps the issue

of integrating risk management with other management

systems in the organisation. Section 10 contains the

summary and observation while section 11 consists of

the bibliography. Section 12 focuses on the summary of
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the best practices as synthesised from the documents of

the various governments reviewed. The section details

additional best practices that were not identified from the

current review, but were identified in the Canadian risk

management best practice study.  

To preserve the consistent presentation and smooth flow

of information, the various sections of the reports do not

relate the findings to individual countries and

organisations reviewed. Instead, the report focuses on

the presentation of best practices while deferring the

identification of sources of identified best practices to the

appendix to this report. This information is presented as

a summary in tabular form in section 12.

The report will be distributed within the public service to

key stakeholders. The report will also be available on the

website of the OPSC.
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2.1 Risk and uncertainty

More often than not, risks and uncertainty as terms are

used interchangeably. However, in practice the two are

quite different. In general, uncertainty refers to the

possibility that something will happen. The occurrence

might either be beneficial or result in a loss.

A hazard is the loss because of a certain occurrence.

Risk, on the other hand, is two-dimensional including

both the likelihood of the occurrence and its impact

(loss). The level of risk is obtained by multiplying the two

and can be expressed in a formula as follows:

Loss    
=

Occurrence   
x

Loss         
= Risk

Time Time Occurrence

Risk management refers to the management of the

components included in the formula. Management is the

process of planning, organising, staffing, leading, and

controlling organisational resources in order to achieve

the mission and vision of the organisation (RMTSA,

1998). 

Risk management can thus be defined as the

management process of planning, organising, staffing,

leading, and controlling an organisation’s resources to

minimise the possibility of loss or non achievement of

objectives caused by risk. The process of managing 

risk is, therefore, defined as a method of 

identifying, analysing, assessing, treating, monitoring

and communicating risks associated with any activity,

function or process that will enable organisations to

maximise opportunities and minimise losses.

Risks can originate internally such as in the case of

physical, human, and financial resources of the

department. In the case of employees, there are risks

that they will be injured on duty and claim compensation

from the department. Injuries and diseases can also lead

to loss in productivity. On the other hand, risks can also

originate from the external environment. Departments do

not have control over factors that result from the external

environment. The departments concerned should

finance the costs associated with such events. Examples

of this are legal costs and natural disasters. Thus risks,

when they materialise, usually result in costs to the

organisation. This suggests that management should

define the level of risks that the agency concerned is

willing and prepared to accommodate over a given

period. In practice, department put a sum of money aside

that will be used to finance risk management activities.

2.2 Risk management framework

A risk management framework sets the context in which

risks are managed, in terms of how they will be identified,

analysed, controlled, monitored, and reviewed. It must

be integrated to other management processes and must

be done comprehensively across all levels of the

organisation. It also details the risk management process

as follows:

a) Identifying the risks,

b) Obtaining the information about their probability and

potential impacts,

c) The way in which risks are quantified,

d) The identification of options to deal with risks,

e) Decisions on risk management are made and

implemented,

f) Risk management actions are evaluated for

effectiveness,

g) Appropriate communication mechanisms are set up

and supported,

h) Stakeholders are engaged throughout the process.

The Treasury Board Secretariat of Canada discusses

four broad elements of the risk management framework

2 REVIEW OF RELEVANT TERMS AND ISSUES
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that agencies/departments should put in place. The other

countries reviewed in this study also refer to these in

varying degrees. Briefly summarised, they are as

follows:

2.2.1 Developing a corporate risk profile

This involves collecting information on and knowledge of

both the corporate and operational levels to help

departments understand the range of risks they face.

The information is collected from both the internal and

external environments and is organised according to the

likelihood of occurrence and impact. These help to build

a comprehensive view of both the threats and

opportunities facing the department in the context of it’s

mandate, objectives, and available resources.

2.2.2 Establishing an integrated risk management 

function

This involves integrating risk management activities with

the other management functions and processes within

the organisation. It also sets up the corporate

infrastructure for risk management that is designed to

enhance understanding and communication on risk

issues internally, to provide clear direction and to

demonstrate senior management support of risk

management activities.

2.2.3 Practicing integrated risk management

This involves implementing the common processes of

the risk management function. The processes have to be

applied consistently across all levels of management.

Tools and methods also have to be applied in making

decisions. Communication and consultation is necessary

for the identification of risks from the external

environment and stakeholders.

2.2.4 Ensuring continuous risk management learning

This allows proactive decisions to be made based on

current information and on learning experiences. One of

the most important components of this is sharing the

learning experiences with other levels of management

and other public sector agencies/departments. This

allows for balanced development in risk management

practices across the public sector.

2.3 Defining best practices

Before getting into details about best practices in risk

management across various countries, it is important to

define the meaning of best practices. In general, best

practices in risk management would be those that, when

implemented, lead to the improvement in the performan-

ce and effectiveness of the organisation (Treasury Board

of Canada, 2000a). Various countries have adopted

different practices that were compatible with their

environments. What was best practice in one country or

even organisation may not necessarily be best practice

for another. This then complicates the criteria under

which practices will be classified as the best. However,

for the purpose of this study, a best practice would be

that which individual countries or organisations in that

country have recommended as the appropriate way of

conducting risk management activities. The report does

not attempt to present a comprehensive account of what

each country or organisation within the sample has done.

Instead, it selects best practices from each of the organi-

sations in the sample and documents them without refe-

rence to the organisation from which they were found.
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The risk management process covers all the steps

necessary for putting in place an effective risk

management framework. This section synthesises what

the countries reviewed have reported regarding the risk

management process. Figure 1 summarises the process.

3.1 Establishing the context and control environment

3.1.1 Scanning the environment

It is common practice that management identifies the

issues that affect the department/agency from the

external environment including those departments/

agencies with which it interacts. This includes identifying

the opportunities and strengths of the department/agency.

The internal operations of the organisation also have to

be reviewed to determine the specific relations between

the various units of the department/agency. This helps in

identifying the strengths and weaknesses of the

department/agency.

3.1.2 Risk management policies and objectives

Policies serve to communicate the importance of a

subject to the department’s stakeholders. In the case of

risk management, an outline of a risk management policy

would ensure that the stakeholders understand the value

the department assigns to the risk management process

and activities. Policies also serve to clarify the objectives

and goals of the department regarding risk management

and the effectiveness of services delivered. Each person

within the department has to understand their role in

contributing to the achievement of the department’s

objectives. It is also important that management clarifies

and documents the strategies to be used to achieve the

stated objectives. This includes explanations of how the

3 THE RISK MANAGEMENT PROCESS
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management strategy is going to contribute to the

achievement of the said objectives. Goals and objectives

serve as a basis for performance measurement at prede-

termined intervals such as monthly, quarterly, or yearly.

The countries reviewed reveal that the overall policy

statement of an department/agency is drafted or shaped

by the executive authority while the achievement of the

objectives are the responsibility of the Accounting 

Officer.

3.1.3 Organisational structure

Public sector departments differ in terms of both size and

financial ability. In general, experience reveals that those

departments/agencies that have sufficient funds can

afford a risk management unit and often do have such a

separate unit. However, in other cases where

departments/agencies do not have sufficient funds for a

separate risk management unit, they usually assign a

person at a senior post to be responsible for risk

management within the entire department/agency.

The responsibilities of the risk manager or risk

management unit are to develop, implement, and

monitor the agency’s risk management programme.

Where a risk management unit exist, the head of the unit

reports to the accounting officer of the department/

agency. This ensures that risk management decisions

receive the attention of top management. Full time risk

management staff is in turn accountable to the head of

the risk management unit. In addition to this hierarchical

responsibility-accountability set-up, risk management

staff is often accessible to all other line divisions within

the department/agency. Similarly, risk management staff

has access to all other line divisions in order to do their

job effectively. The size of the risk management unit must

be compatible with the functions of the department/

agency, its risk exposure, and its financial capacity.

3.1.4 Clear delineation of authority, responsibility

and accountability

The appointment of a risk manager ensures that risk

management receives adequate attention in the overall

management of the department/agency. The typical

responsibilities of the risk manager are planning,

organising, coordinating, implementing, monitoring, and

controlling the agency’s risk management programme

(RMTSA, 1998). Since activities are often interlinked, risk

management, like financial management, involves all

other activities and/or processes that are taking place

within the department/agency. Delineation of responsibili-

ties therefore becomes of utmost importance. In general,

processes are put in place that will ensure that line

managers cooperate with the staff from the risk

management unit.

Within an organisational structure, each person is

assigned responsibilities regarding risk management as

it relates to their functional area. The executive

authorities are typically responsible for shaping the risk

management policies of the department/agency and to

support and enforce the risk identification and

management process within the department. The

Accounting Authority is responsible for managing the

activities of all staff in the organisation. This includes risk

management activities of both risk management staff

and those at line departments. The Accounting Authority

should also mandate all employees to support risk mana-

gement activities to ensure that it is taken seriously. The

Accounting Authority reports to the Executive Authority.

The line managers implement risk management

techniques within their functional areas. This is because

most of the risks materialise during the service delivery

process. They are responsible for the preparation of

contingency and mitigation plans to manage risk. They

also have to cooperate with each other and to share

information about the status and the causes of risks.

Support staff also play a very important role in risk

management within their functional areas. For instance,

human resource managers need to manage the

exposures that are relevant in managing personnel. The

financial manager, on the other hand, has to manage

financial exposures and attribute risk expenditure to

specific programmes. The risk manager also organises

and plans the risk management programme. However,

these support functions need to be in direct contact with
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each other and with line departments to ensure that the

benefits from risk management activities are maximised.

The internal audit heads ensure that expenditure

allocated for management of risk is spent for countering

risks. They also have to ensure that adequate internal

controls are in place. In summary, for all the risks that are

identified within the organisation, one or more of them

should be assigned to a person who will be responsible

for the management of that individual or group of risks.

The lines of reporting also need to be clarified. This inclu-

des defining who reports to whom and from whom they

will receive risk management orders. It is also worth clari-

fying who is accountable for what. This becomes very

important in risk management where delegation is

inevitable.

3.1.5 Risk appetite

The Executive Authority shapes the overall risk

management policy of the department/agency. This

policy defines the risk appetite of the department/agency

as a whole. In general, the risk appetite directly

determines the amount of resources that the

organisation puts aside for dealing with risks. Within the

organisation, top management will have to define

tolerance levels consistent with the risk appetite set for

the department/agency concerned.

3.1.6 Defining overall tolerance levels and

acceptance criteria

It is important to establish the broad criteria for classify-

ing and accepting risks to guide the risk prioritisation

process. It is common practice to express risk tolerance

levels in terms of the share of the departmental/agency

budget. For instance, it can be documented that risks

that are higher than a given percentage of the budget are

avoided, regarded as high, medium, or low impact risks.

This guides the risk classification exercise during the risk

management process.

It is the responsibility of top management to define

overall tolerance levels in relation to the agency’s risk

appetite as defined in the Executive Authority’s risk

management policy. 

3.1.7 Setting of available budget

Risk management activities have costs associated with

them. These costs can be divided between mitigation

costs and contingency costs. Mitigation costs are those

that are incurred to minimise the frequency and/or

occurrence of risks. These are upfront costs and cannot

be avoided. Contingency costs, on the other hand, are

those that are incurred after certain risks have

materialised. In general, the budget set aside for risk

management covers both of these costs. It is common

practice to base this on the information from the risk

assessment. Each of the units or divisions budget for risk

management activities based on the overall

organisational budget for risk management.

3.1.8 Define the scope of risk management

Risk management involves the utilisation of financial and

other resources. Therefore, defining the scope of risk

management is common practice among the

organisations reviewed. This involves defining the scope

and depth of risk management, determining whether it

will focus on the whole agency or on specific functions. It

also has to clarify whether complicated and advanced

risk management techniques are desirable in the context

of the services the department/agency is delivering.

3.1.9 Assessing the organisations risk management

capacity

This involves assessing the capacity of organisational

resources to undertake the risk management function

effectively. It covers reviewing organisational risk

management practices, risk management processes,

and the adequacy of human resource skills in managing

risks in general.

3.2 Identifying risks

The identification of risks is often the second step in the
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risk management process. In this case, risks of delivering

the services are identified on all levels of the organisation

and from a variety of sources. Risks are identified taking

into account those activities that support both financial

and non-financial objectives. 

The most important components of risk identification are

a risk statement and risk context. The risk statement

usually specifies the cause of the concern as well as its

impact. In general, the statement has to be clear, concise,

and informative to facilitate easy understanding. For

instance, the following could be used as a risk statement:

“given the <condition> there is a possibility that <conse-

quence> will occur”. The risk context explains the

circumstances, contributing factors and interrelationships

that all contribute to the risk identified (NASA, 1999).

3.3 Analysing risks

Risk analysis involves examining the risk in detail in order

to determine the extent of individual risks, how they relate

to each other and their relative importance. Risk analysis

has always been broken down into three parts. These are

risk attributes, risk classification and risk prioritisation.

3.3.1 Risk attributes

Firstly, the attributes of risk need to be evaluated. This

involves estimating the impact and assigning monetary

values, determining the probability or frequency of

occurrence, and assigning a timeline over which the risks

are more likely to materialise and during which mitigation

actions will be taken. 

• The estimates of the impact can either be in terms of

the percentage of the total budget or in terms of

normative ranking, ranging from very severe (high)

to minor (low).

• The probability of occurrence is usually expressed

as a percentage or in terms of normative ranking,

ranging from very high to very low. 

• The period is expressed in weeks, months, or even

years depending on the nature of the services, the

department delivers.

3.3.2 Risk classification

Secondly, after assigning attributes, it is common

practice among many organisations to classify the

various risks. A risk classification process groups risks

that are related, to build an effective mitigation plan. It

also helps in eliminating those risks that are identified

more than once but with different risk statements. Risks

can be classified according to their attributes or sources.

In the case of classifying risks according to their

attributes, a table is usually used to map the risks based

on their frequency of occurrence and severity of impact.

This is shown in Table 1:

Table 1 classifies the risks according to the magnitude of

the financial impact that they have on the operations of

the organisation. Alternatively, risks are classified by their

sources of origin. In general, this depends on the nature

of the business of the department/agency. For instance,

risks can be classified under headings such as contrac-

tual, financial, operations, external, legal, etc. Irrespec-

tive of which classification system is adopted, the impor-

tant thing is that management must be able to prioritise

the risks and assign responsibilities and resources.

3.3.3 Risk Evaluation

Finally, risks are prioritised. Risk prioritisation is important

in guiding management regarding which risks should
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Table 1: Risk classification attributes

Categories Severity

Low High

Frequency Low 1. Low frequency/low severity 2. Low frequency/high severity

High 3. High frequency/low severity 4. High frequency/high severity



receive full funding and active management. This requires

the department/agency to establish criteria for ranking

risks and broad policy options for dealing with risks falling

under various ranks. Evidence has shown that defining

criteria and establishing policies for dealing with certain

categories of risks is done by top management at the

planning stage.

It is common practice for organisation to decide on the

amount of risk that it is willing to accept. It is based

primarily on the financial strength of the department/

agency as well as other non-financial factors such as the

image of the department/agency. In general, risk

tolerance is defined as a percentage of the total budget

of the department. That is, risks whose expected costs

exceed or are below a given budget threshold are dealt

with according to treatment options that are available to

the department. It is also customary to prioritise risks

according to their perceived impact in cases where a

monetary estimate cannot be easily assigned to a

particular risk. For instance, it is difficult to attach a

monetary estimate to a damaged public image. 

The level of risk is either acceptable or unacceptable.

Acceptable risks generally do not have any specific

treatment plans although periodic review is necessary.

Unacceptable risks are treated by either eliminating them

or minimising their impact on the operations of the

department/agency. Classifying risks as acceptable does

not mean that they are not important: they still have to be

tracked down and managed passively. Unacceptable

risks are managed actively because of their potential

consequences. Each of the risks must have a risk owner

who is responsible for implementing the risk action plans.

3.4 Risk treatment and contingency plans

There are a number of options available for treating risks

in departments. Many organisations reviewed report that

the options available for treating risks are avoiding,

reducing, transferring, insuring, and assuming risks. This

step involves preparing detailed plans of action on

mitigating the risks facing the organisation and

threatening its performance. It also involves an

evaluation of treatment options and the implementation

of the preferred option for each of the risks identified.

Avoidance of risks involves the decision not to proceed

with a particular programme or project or even choosing

an alternative way of achieving the same outcome. 

Reducing the level of risk involves the reduction of

frequency by putting in place appropriate internal control

arrangements. It also involves mitigating the impact by

employing appropriate strategies such as contingency

plans and contract arrangements. 

Transferring risk to another party involves shifting

responsibilities for delivering certain services such as in

Public Private Partnership arrangements and contracting

out. In general, risks are transferred either in part or in

whole. This option, however, gives rise to other risks

such as those associated with compliance. 

Insuring the risks is another form of risk transfer and

involves taking out insurance policies. Such insurance

either can be in-house or can be purchased from outside

providers. Among the countries reviewed, Australia has a

policy of self-insurance for risks including reinsurance

purchased for catastrophic losses (Government of

Western Australia, 1999). 

Assumption of risk relates to the retention of risk as

acceptable consequences of day-to-day operations.

Common practice has been that these risks do not

involve large financial consequences.

Each of the treatment options has to be evaluated for its

cost effectiveness. This is because no particular option

would be ideal for all risks under consideration. This

ensures that implementation of a particular option yields

the intended benefits to the department. Implementation

needs to be done according to the plan.

3.5 Monitoring and evaluating risks

Most of the countries surveyed identified monitoring to be

one of the important steps in the risk management
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process. The purpose of monitoring is to collect accurate,

timely, and relevant risk information and to present it in

an understandable way. This information is used for

control purpose and can be about budgets, operational

processes, risk attributes, risk action plans, etc. In

general, monitoring is done comprehensively for all

variables that are relevant to risks facing a particular

organisation and in all steps in the risk management

process. The project or programme manager is

responsible for reviewing the major risks that are relevant

to a particular project. Reviews are done at

predetermined intervals for the duration of the project or

programme to identify any changes in status of individual

risks in the risk register.

Internal audit units and audit committees play a vital part

in the evaluation of risk management policies and

implementation plans. These ensure that adequate

systems are in place for preventing risks from

materialising. Internal control systems are an integral

part of this. Physical on site inspections of infrastructure

assets contributes to the prevention of operational

risks.

3.6 Controlling risks

The process of controlling risk helps management in

making informed, timely, and effective decisions about

risks and action plans. Information provided from the

monitoring exercise is used to decide on the appropriate

actions to take to correct an undesirable situation. It is

thus important to ensure that information from monitoring

is made available on a timely basis to guarantee its

relevance. Decisions taken during the control process

typically involve replanning risk treatment, invoking a

contingency plan, or continued monitoring where

progress is satisfactory.

3.7 Communicating and reporting risks

Reporting risk is usually done on a periodic basis such as

weekly, monthly, quarterly, or yearly. These reports from

programme and/or project managers usually rank risks

by order of their priority to highlight those that warrant top

management’s attention. However, in situations where

new risks arise before the end of the reporting period,

these are promptly brought to the attention of

management. This ensures management action can be

taken to reduce the potential impact of the risk.

Risks are usually reported according to their classes as

outlined in the risk analysis. This allows decisions to be

made regarding which risks to include in the report. The

report classes can either be based on the categories of

risks (in which case the magnitude of individual risks are

used) or based on functional areas of origin (in which

case the control staff can be easily identified). In general,

the reports are prepared for submission to the Account-

ing Officer of the department/organisation concerned.

3.8 Continuous improvement

This involves the comparison of the situation at the start

of the project or programme with the situation that

prevails at the end of a given period. It is done to

determine the effectiveness of risk management

activities that have been undertaken over the period

concerned. The lessons learned are then used to

improve the entire risk management process. It is

important to utilise the results of risk audits and share

them with other programmes and projects to ensure

continuous improvement of the whole organisation.
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Best practices reveal that the risk management process

is not only limited to top or strategic management of

government departments. Effective risk management is

cascaded down the various levels of the organisation.

Thus, techniques reported in this section apply to 

all levels of management, although to varying degrees. 

In practice, techniques are used depending on the nature

of services being provided and knowledge of personnel

performing risk management activities. It is important to

note that the list of techniques as reported here is not

exhaustive; it is only a summary of those that are

reported by the countries reviewed. It is understood that

there might be other useful documents available that

were not located. 

4.1 Strategic risk analysis

The techniques involved here are usually used to

determine levels of service delivery that balance

risks and returns or benefits. They are generally

used to inform strategic decisions at the

departmental level. Note that they do not necessarily

depend on quantitative models. Instead, they rely

heavily on intuition and knowledge.

4.1.1 SWOT analysis

This technique outlines strengths, weaknesses,

opportunities and threats facing the department at any

point in time. Strengths and weaknesses relate to the

internal operations of the department. The technique

focuses on the capacity of the department to conduct

certain activities or to achieve certain results.

Opportunities and threats originate from the external

environment of the department. They require the

department to have enough capacity or competence to

take advantage of the opportunities and to minimise or

turn threats into opportunities. The result of this analysis

informs the decision regarding the strategies that should

be adopted.

4.1.2 PEST analysis

This involves the analysis of the organisation’s exposure

to political, economic, social and technological risks.

Political risks involve the possibility that certain

government services might decline in priority thereby

resulting in lower budget allocations for the department.

Economic risks originate from economic swings and

changes in major economic variables such as inflation

and interest rates. Social risks refer to the acceptability of

the department within the community as well as the

effectiveness of the services being provided.

Technological risks arise from changes in technology that

can render some of the departments’ assets obsolete.

4.2 Operational risk analysis

The techniques involved here are usually used to

determine levels of investment in particular projects

or programmes within a department. They are

generally used to inform operational decisions at the

project level. The techniques are explained in detail

with relevant examples in the endnotes to this report.

4.2.1 Net Present Value (NPV)

The NPV model is usually used to quantify the benefits

of undertaking a particular programme or project in

excess of the costs of implementing it. 

It considers the time value of money discounted at a rate

given and considered appropriate. The discount rate is

usually called the cost of capital. If the NPV is greater

than or equal to R0, it means that the organisation will

earn a return on investment greater than the cost of

capital. In this case, the project is usually accepted. The

4 RISK MANAGEMENT TECHNIQUES AND
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NPV is found by subtracting the initial investment from

the present value of cash flows from the project. The

value of the project cash flows is determined by summing

up each of the periodic cash flows with respect to the

discount rate. The discount is calculated based on the

interest rate and the time period as it approaches the

useful life of the asset (Levy and Sarnat, 1986).

4.2.2 Internal rate of return (IRR)

The IRR method uses the discount rate that equates the

present value of cash flows with the initial investment of

a project. Thus, the net present value of the investment

is equated to zero (Douglas, E. J. 1987). If the IRR is less

than the opportunity rate of interest, then the investment

is rejected and vice versa. It is based on the assumption

that, if the IRR used exceeds the cost of funds used to

finance the project, then surplus funds will remain after

paying for the project.

4.2.3 Cost-benefit analysis

This involves the analysis of benefits and costs

associated with particular projects or programmes. The

benefits and costs in this case are not strictly monetary;

they can also be non-monetary. Cost-benefit analysis is

a starting point for undertaking any project or

programme. It is similar to a feasibility study, and

common among very large projects. Whereas the NPV

and IRR models rely heavily on monetary values of

variables, this method is more suitable for evaluating

service delivery effectiveness in the public sector. Where

costs and benefits are readily quantifiable, NPV

techniques are also used within the cost benefit analysis

framework to evaluate projects. However, in general,

cost benefit analysis takes account of non-monetary

benefits that are associated with much of the services

that are delivered by government departments or public

agencies.

For instance, the construction of a toll road between two

towns might yield benefits to government in terms of toll

revenue. However, other benefits accrue to both

government and the society. Examples of these are

increased economic activity between the two towns,

which leads to increased employment and low accident

and death rates among those who use the road. Benefits

of this kind are not readily quantifiable. Therefore, in this

case, even if results of project evaluation using NPV, IRR

or any other quantitative models suggest that the project

is not viable, it might still be worth undertaking,

considering the non-monetary benefits. Unquantifiable

costs of this particular project might include

environmental degradation and damage to the

landscape. Thus, cost-benefit analysis requires the use

of experts to identify the potential costs and benefits,

especially those that are non-monetary.

Cost benefit analysis is also characterised by option

appraisal. There might be more than one way to deliver

a certain service with each of them having its associated

costs and benefits. Since cost benefit analysis is usually

comprehensive, it takes into account all possible options.

The only requirement is that each of the options

identified should yield different benefits and/or costs. If

this condition is not satisfied, then such an option cannot

be considered in isolation i.e. it is not an option.

4.3 Risk identification

Various techniques are used for risk identification. This

section outlines those that were identified in the countries

covered in this study.

4.3.1 Structured and facilitated “brain storming”

sessions

Members of the department organise a session in which

each of them comes with ideas about possible risks that

the agency is likely to face. Commonly, the department’s

risk team is composed of individuals from all

backgrounds and beliefs to give risk identification a

comprehensive coverage. The most important conside-

ration in these sessions is that risks are not only those

occurrences that management considers risky. 

Views from all individuals in various levels of the

department are taken seriously and given sufficient

attention.
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4.3.2 Structured interviews

The members of the risk team conduct interviews with

individuals or groups of individuals to clarify details of

risks, investigate new risks, or for checking areas of the

project that have been replanned.

4.3.3 Technical evaluations

These include failure modes and effects analysis,

reliability analysis, maintainability analysis, etc., to

identify potential problem areas.

4.3.4 Prompt and checklists

These are used to facilitate brain storming or interview

sessions. They contain issues and/or processes that are

relevant to risk management and are of concern to

management. They can be tailored to specific types of

work to ensure that all the relevant information is captured.

4.3.5 Network analysis

The analysis is used to identify areas of the project

schedule that may be at risk, either by observation of the

schedule analysis results or by its use as a tool for what-

if analysis. It utilises the information on various paths for

achieving the same result. For instance, putting in place

an underground water system might involve a number of

options each with its specific schedule. Each schedule is

assigned an estimated duration based on the time it

takes to complete activities in each of the points on the

network. The path with the longest duration provides an

estimate of the latest finishing period, whereas the path

with the shortest duration provides an estimate of the

earliest finishing period.

4.3.6 Hiring consultants or experts

This method is usually used in situations where the area

of service delivery is new and insufficient information is

available. It is very common in the case of technology

projects. The experts identify the risks associated with

the project based on the professional knowledge.

4.3.7 Modified Delphi Interview

This involves utilising a panel of experts to address and

readdress the same problem until a consensus is

reached. It depends heavily on the perspectives and

views of each of the experts involved in the interviews.

4.3.8 Comparison with experience

This works by comparing assumptions with previous

experience inside and outside the department. It includes

analogies to well-known cases, literature searches,

surveys, etc. It provides sufficient information about the

possibility of certain decisions failing.

4.3.9 Decomposition

This uses Resource Breakdown Structure (RBS), Work

Breakdown Structure (WBS) and Product Breakdown

Structure (PBS) to analyse unclear aspects of service

delivery and to identify risks. Flow charts are the main

tools that are employed to facilitate the risk identification

process. Figure 1 (Risk Management Process) gives a

good example of WBS as it outlines all the components

of the process and the activities to be undertaken in each

of the components. In other cases, the WBS information

is presented on a table, which allows the identification of

staffing needs and a detailed list of elements and

activities. Simple tree diagrams also show dependencies

and relationships between activities from low to high

level of detail. Activities are located at the lowest level of

the WBS. The information contained in the WBS is

generally used for feeding into the schedule estimation

for projects.*

4.3.10 Probability and decision trees

This involves a definition of a logical sequence of

chances of events. The number of branches identifies all
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the potential conclusions from a combination of uncertain

situations. Then the probabilities of all the outcomes of a

chance event are applied to the tree and the

combinations can be identified and calculated. Decision

trees help quantify probabilities of complex combinations

of chance occurrences, supporting decision making, and

defining mitigation strategies and contingency plans.•

4.3.11 Product approach

This approach looks for harmful factors of products or

services produced. It limits risk identification to the risks

associated with production or service delivery. It helps in

ensuring that the services being delivered are of the

highest quality possible.

4.3.12 Hazard and operability studies

This is a structured system of imaginative anticipation of

hazards. The system also suggests the ways of

overcoming each of the hazards. It was developed in the

1960s mainly for studying the design of new chemical

plants. It is currently being applied to other fields such as

software development.

4.4 Risk assessment

A number of techniques are generally used for risk

assessments. Most of the countries reviewed reported

that the following techniques are usually used.

4.4.1 Programme Evaluation and Review Technique

(PERT)

PERT was developed to address the lack of reliable

schedules produced by network analysis in project

scheduling. It enables the degree of schedule uncertainty

to be measured. The technique uses a statistically

derived expected duration for individual activities, based

on three estimated durations. These are as follows:

a) Optimistic duration - the minimum time in which one

would expect to complete the task

b) Most likely duration - the time in which one would

normally expect to complete the task

c) Pessimistic duration - the maximum time in which

one would expect to complete the task

These estimates are in turn used to calculate an

expected duration for each activity and an expected

duration for a sequence of activities. PERT, however,

uses network analysis diagrams as a starting point and

ads the three estimated durations as outlined. For a

detailed treatment of PERT analysis and associated

calculations, see Michaels (1996) and Kerzner (1979).

4.4.2 Monte Carlo analysis

These procedures employ randomly generated data to

simulate a defined process to produce a realistically

possible result. It is the same principle e.g. roulette wheel,

as found in a gambling casino in Monte Carlo. The

simulations are repeated many times to produce a set of

possible results whose likelihood can be determined by

the application of statistical principles. Like PERT, this

technique uses three estimated durations for each

activity. The procedure is repeated several times to

produce a set of completion dates that are normally

distributed around the arithmetic mean. As with PERT,

statistical principles are then used to predict the likelihood

of completing a schedule within a specific date or range

of dates.† Although this technique is usually used for

project scheduling, it can also be applied to other areas

such as demand forecasts or usage of public facilities.

4.4.3 Controlled interval memory

Unlike PERT and Monte Carlo, controlled interval

memory tackles the problem of uncertainty by exploiting

the characteristic of networks to accumulate uncertainty.

The range of durations for any activity in the network is
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used to generate a range of start dates for succeeding

activities. This range of start dates, combined with the

possible durations for a succeeding activity, generates a

range of possible completion dates for the succeeding

activity. This process is repeated for all activities in the

network. The range of completion dates for those

activities that terminate the project network is the range

of completion dates for the entire project. The minimum

completion date is derived from those activities that will

be completed at their minimum time. The maximum

completion date is derived from those activities that will

be completed at their maximum time. The dates between

the two extremes are also the possible completion dates.

Once more, by applying statistical principles it is possible

to know the probability of completing certain activities

within a given period.

4.4.4 Simple probabilistic evaluation

This technique establishes risk levels by using simple

estimates of probabilities on impacts of risks. It is ideal

where the probability factor of a risk is a single value or

the risk level is a straightforward combination of impacts.

The estimates from this technique can be used to draw

up a contingency fund for risk management. When this

method is used in conjunction with fault-and event-tree

analyses, it is usually called failure mode and effect

analysis (FMEA). It also allows for the classification of

risks according to their severity of impact.

4.4.5 Sensitivity analysis

This shows how outcomes differ under a range of

circumstances. It involves changing the variables under

consideration by certain amounts and noting the overall

effect that the variable has on the viability of the project.

For instance, estimated impacts of risk sources might be

varied by small percentages to determine by how much

an alternative occurrence would change the overall esti-

mate of risks. The variables that have a profound effect

on the viability of the project are given more attention.

The technique can be used on variables such as 

demand forecasts, prices, cost estimates, discount 

rates, etc.

4.4.6 Fault tree analysis

This is a top-down approach to assess the effects of

faults on the performance of the department or a specific

process. It identifies events that can possibly happen and

their effects in terms of faults on the system and traces

their sequence of occurrence to locate the origin of

faults. The logic is that if certain components in a

sequence normally work, then the preceding

components also work. This would mean that a fault that

caused system failure is further down the sequence

rather than before the actual point of testing.

4.4.7 Event tree analysis

It is a method of illustrating the sequence of outcomes

because of the occurrence of the initial event. They work

in an opposite direction to the fault trees. Event tree

analysis by its very nature, requires the use of

probabilities to determine the final effect of a certain

event. For instance, one might try to work out the effects

of not having clean water on the health of the citizens and 

their productivity and finally the length of period they 

live.

The same kind of analysis is used to analyse the effects

of decisions. As such, decision tree analysis is not

different from event tree analysis, except for the fact that

the former focuses on the effects of decisions while the

latter focuses on the effects of other occurrences.

Decision trees are also characterised by nodes that

indicate points at which decisions is taken and points at

which events depend on chance. 

For instance, if a municipality decides to offer tax cuts for

new businesses, there is a chance that more businesses

will flow into that municipality. Two different nodes

represent these two points. There are times when event-

and fault-tree analysis is combined to generate

complicated cause-consequences diagrams.

4.4.8 Life cycle cost analysis

This involves assessing the total costs associated with a
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particular programme or project from the time it was

initiated to the end of its life span. This ensures that both

recurrent and once-off costs are identified and are 

taken into account in making decisions. In this way, 

all the relevant risks are taken into account and

quantified.
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The availability of certain documents and templates

simplifies the risk management process by automating

some of the activities. Most organisations reviewed have

developed tools, templates and documents that assist

them in performing risk management activities. These

are summarised as follows:

5.1 Risk registers

A risk register is a very important tool in identifying,

analysing and documenting potential risks. It serves as

an up-to-date information database about the status of

individual risks. It also provides information about the

effectiveness of certain risk management actions.  

Most of the organisations reviewed, reported the fields of

a risk register or log to be as follows:

5.1.1 Risk reference number

This number serves to identify the risk and avoids the

use of actual names that can be quite confusing. The

reference number can be composed of letters, digits, or

a combination of both.

5.1.2 Risk description

This describes the identified risk and gives additional

information about its nature. A brief description of the

context of risk should also be provided here.

5.1.3 Risk attributes

Information about the frequency and severity of each of

the risks identified are provided in this field. The time

over which the action needs to be taken and the amount

of money at risk are also detailed. Providing an estimate

of the amount of money at risk allows the risk level to be

quantified for feeding into the risk contingency fund.

5.1.4 Preventive controls

The field details the internal controls that are currently

available in the department. It also details persons

responsible for making sure that such controls are effec-

tive. This information is useful for determining the effec-

tiveness of controls, by establishing the extent of loss that

could result assuming the controls were not in place.

5.1.5 Contingency plans

The field details the actions that should be taken in the

case of the risk materialising. The actions are necessary

for minimising the adverse effects of risks. This field also

provides information about the person responsible for

contingency actions as well as the log of actions taken

and their effectiveness.

5.1.6 Frequency of reporting

The field details the frequency with which risk

management reports are generated and submitted to top

management. This can be weekly, monthly, or quarterly

depending on the nature of risks under consideration.

This is important for the early warning systems.

5.2 Risk impact matrices

These are used for classifying and ranking or prioritising

various risks that the organisation is more likely to face.

The ranking of consequences and likelihood differs from

organisation to organisation depending on the nature of

risks each of them faces. For instance, Australia has put

in place a framework that allows the classification of risks

based on five possible degrees of occurrence and

consequences. For consequences, the ranking includes

extreme, very high, medium, low and negligible. On the

other hand, likelihood includes almost certain, likely,

moderate, unlikely and rare.

5 RISK MANAGEMENT TOOLS, TEMPLATES AND
DOCUMENTS
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A basic matrix for classifying and ranking risks was

provided in Table 1 (page 12).

5.3 Risk ranking tools

Risks are ranked qualitatively if their expected impact is

small. This usually involves senior management and

knowledgeable staff members. However, for large

programmes quantitative tools for risk ranking are

commonly used. Quantification tools convert risk data

into indices that can be ranked and compared against

each other.

5.4 Cause and effect diagrams

These assist in identifying those causes that contribute to

one impact or alternatively one cause that contributes to

a multitude of impacts. The diagrams allow the

department to isolate causes from impacts and facilitate

the design of effective strategies for treating the cause of

the loss rather than the symptoms. They also help in

consolidating risks that have the same causes thereby

minimising duplication.

5.5 Risk information sheet

This template provides detailed information about

individual risks that are recorded in the risk register. The

fields of this sheet cover at least those contained in the

risk register (see section 5.1). The following is a summa-

ry of the most common fields in the risk identification

sheet used by the countries and organisations reviewed:
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Category of risk Level of Management required

Severe risks Actively managed by senior management

High Risks Require detailed research and management planning at all levels

Mayor risks Require senior management attention

Significant risks Must be assigned to individuals who would be responsible for managing them

Moderate risks Need to be monitored although detailed plans are not necessary

Low risks Managed by routing procedures such as internal control and quality assurance procedures

Trivial risks
Risks do not need specific application of resources but need to be reviewed at specified points
in time to ensure that their status has not changed

The above allows risks to be prioritised for all public

sector organisations according to whether they are

severe, high, major, significant, low, moderate or trivial.

Responsibilities are then defined for each prioritised

category of risk as follows:



5.6 Internet and intranets

Organisations use these to promote awareness and

management by sharing information both internally and

externally. They provide a quick way of disseminating

information and promote effective communication.
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Example: Risk Information Sheet

Risk ID The number that uniquely identifies risks from others in the risk database

Report date The date at which the report or sheet was last updated

Classification The category of risk as assigned during the risk assessment exercise

Description
A risk statement including both the condition and consequence of the risk
should it happen

Risk context Details the context within which risk originates 

Risk attributes
The information about the probability and impact of the risk as well as the
consequent risk exposure or level applicable to that risk

Risk indicator
Specifies the trigger conditions that will prompt action from the person
responsible for managing risk

Mitigation strategies or contingency
actions

Details the actions that has to be taken to mitigate either the probability of the
risk occurring or its impact after it has occurred

Dates of implementation
Specifies the dates during which the mitigation plan will begin and the date at
which it is expected to be fully implemented

Risk owner The person who is responsible for the management of the risk

Risk status
Describes the status of the risk and effectiveness of the actions that were
taken to mitigate the risk

Contingency plan List the actions that will be taken in case the risks materialise

Contingency plan trigger
Details the conditions under which the department will commence with the
implementation of the contingency plan



The risk management process is complemented by a risk

management plan. The purpose of this plan is to

document the individual responsibilities and the steps that

need to be taken in undertaking risk management

activities and giving effect to risk management policies. It

also details the schedule and budget for risk management

activities as well as the methods, tools and techniques to

be employed in the risk management process. For the

countries reviewed, risk management plans are

composed of six main components summarised below.

6.1 Roles and responsibilities

This section outlines the roles and responsibilities of all

individuals who will participate in a particular project or

programme. It also outlines the major lines of authority

and accountability as well as reporting from top

management to operational staff. 

6.2 Documentation

It contains information about individual risks that are

relevant for the department, programme or project. The

information contained here is that which is commonly

found in the risk register. As such, it can also be

presented in a separate document or even a database.

In such a case, this section contains information about

the various fields in the database as well as directions on

how to use it.

6.3 Risk management process tasks or activities

6.3.1 Risk identification

A list of techniques that should be used in identifying

risks are outlined and explained. The techniques include

brain storming, interviews, checklists, etc. Additional

information is provided about those who will participate in

the risk identification exercise. In general, everybody

participating in the project has the power to identify new

risks. In some cases, the steps involved in the risk

identification process are outlined.

6.3.2 Risk assessment

The most urgent risks are ranked according to their degree

of importance and presented in this section. This is usually

based in the department/agency’s risk tolerance levels.

Each of the risks is then allocated or assigned to the

individual project members who are responsible for putting

risk contingency and action plans in place. Guidelines are

provided on the process of estimating risk levels.

6.3.3 Risk management planning

The risk mitigation plans are recorded in this section

containing the recommended actions that will either

reduce the probability of the risk materialising or its impact

if it materialises. During the course of the year, individuals

who have been assigned responsibilities exercise their

risk management powers. The contingency action plans

are usually advanced to the control phase after the risks

have materialised. This allows for evaluation of the

effectiveness of decisions which were taken.

6.3.4 Risk monitoring and review

This section details the methods that are used in

monitoring the status of risks over time. It also provides

information on the periodicity of risk reviews to determine

whether their status has not changed. Steps are outlined

on how the risks should be handled if their status has

changed or if there are new risks that were identified

during the monitoring and review period.

6.3.5 Reporting of risks

This outlines the format and periodicity of risk related
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reports. It also details the persons to whom reports

should be submitted. The lessons learned from

managing certain risks can also be detailed in this

section. If lessons are stored in a different database, the

section provides information about the database

including how to access it. Usually guidelines are

provided on the categories of risks that are worth

reporting to different levels of management.

6.4 Timetable for risk management activities

This section serves as a year planner and details all the

dates at which various risk management activities will

take place. This may include dates for risk identification

sessions, reporting dates, and review dates. This

suggests that risk management should be a forward-

looking process.

6.5 Risk management budget and contingency fund

This section outlines the sources of funds for performing

risk management activities. Information about the

maximum budget available for the whole year is also

provided. This information is usually provided for various

levels of management as well as individual programmes.

The contingency fund is related to the work areas of the

programme to be managed. This allocation must not be

made in an ad hoc manner, since it then does not provide

a target of financial benefits to be derived from

implementing risk management. As such, the allocation

of funds for risk management is usually done based on

allocating sufficient funds to cover the estimated risk

exposure that is identified within a particular programme

or project. This is based on formal risk identification and

analysis of the probability and impact.

6.6 Risk management tools, methods, and

techniques

Information is provided on tools, techniques, and

methods that are used to identify, evaluate and track

risks during the year. Where databases and templates

are present, information about them is also provided in

this section.
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Although most countries and organisations reviewed

view the risk management process as a generic

framework managing risk, they do identify specific

practices that are important for improving the

management of risk. These are grouped according to

their relevance to various levels of management and are

summarised below.

7.1 Top management

7.1.1 Clear definition of organisational objectives is

essential

The reasons for the existence of the department are

outlined in its mission statement. It also outlines the

services that the department is delivering as well as the

principal strategies that are employed in delivering them.

The objectives and goals of the department, therefore,

have to be formulated to support this particular mission

as well as the vision. They have to be communicated to

all the members of the staff in the organisation to ensure

that they know what is expected of them. In doing so, the

overall objectives of the department are cascaded down

to the lowest possible level. The most important

requirement for objectives is that they are measurable.

Thus, all risk management activities have to be linked or

geared to the realisation of the broader outcomes of the

department.

7.1.2 Risk management policies need to be

developed

These define the organisation’s commitment and

approach to risk management. They set the objectives

and broad strategic principles that will be adopted in

pursuing the objectives of the organisation as a whole.

They define where the management is willing to locate

the organisation in relation to others. They also define

the way in which risk management strategies will

contribute to the objectives of the organisation.

7.1.3 Top management defines the tone for risk

management

The study reveals that most of the countries require

senior management to decide the level of risk the

organisation is prepared to take. This includes the broad

indications of the budgets that will be devoted to risk

management activities. It also defines the criteria for

analysing and ranking the risks that fall within different

categories. The willingness of a department to take risks

is generally reflected in the management philosophy of

the department concerned. Programme and project

managers are required to do the same for their projects

and programmes based on the overall departmental risk

appetite as defined by the executive authority.

7.1.4 Clear definition of scope and depth of risk

management

Top management is responsible for defining the

coverage of risk management activities in the

organisation. It is important to clarify whether risk

management activities will focus on the whole agency or

on certain functions. This also applies to the use of

complicated and advanced techniques that are often

expensive. A clear definition of the context within which

risk management activities will take place is of

importance.

7.1.5 Senior management approval of risk

management framework

Some of the countries reviewed have reported that the

risk management framework needs to be put in place

before a department attempts to implement risk

management. The framework has to be approved at a

senior level and top management needs to show its
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commitment to the effective implementation of the

framework. The most important components of the

framework are the mission, objectives and risk

management processes that need to be followed.

Defining the risk management framework in 

advance allows a structured approach to risk

management.

7.1.6 Senior management support and leadership

on risk management

The study reveals that senior management needs to

provide leadership and strategic direction regarding risk

management in the organisation. It also has to ensure

that everybody understands the importance of risk

management and is motivated to implement it within his

or her functional areas. Demonstrating the departmental-

wide benefits of risk management is vital for the

successful implementation of the risk management

framework.

7.1.7 Establish a delegation structure

Risk management must be delegated to the lowest

possible level. This means that those risks that affect the

strategic positioning of the department should receive

attention from top management. Those that affect the

project and operational processes of the department/

agency should be delegated down to the appropriate

levels. This implies that authority should be delegated to

the responsible individuals at the appropriate level.

Where some of the operational or project risks are

identified at a higher level, they must be broken down

into specific risks with identified causes at lower levels.

7.1.8 Clear statements of accountability

Clear description of levels of accountability is considered

important for the effective achievement of the

department’s objectives. This includes clarifying what

each of the employees is accountable for and to whom

they are accountable. This minimises crossed lines of

accountability that can severely compromise the

effectiveness of risk management activities.

7.1.9 Contingency planning and budgeting is

important

Funds must be explicitly allocated to risk-related

expenditure within the defined risk management

framework. These must be related to the programmes

undertaken and must cover estimated risk exposure from

undertaking clearly defined activities. The total budget for

risk management activities is usually composed of a

provision for both upfront and contingent costs.

7.1.10 Internal audit committees and units are

essential

The internal audit units examine the reasons for changes

in risk estimates and actual expenditure. This is done at

the highest level of disaggregation possible to correctly

identify the source of problems i.e. whether the risk

identification and estimation process was inadequate or

whether the management of programmes has been

inadequate. The internal audit unit and the audit

committee also play a vital role in assuring that the

systems in place are effective in preventing risks from

materialising. They also provide independent opinions

about how well the department has managed the risks

and made use of best practices. 

7.1.11 Independent risk management unit

Most countries agreed about the establishment of the

independent risk management unit within the

department/agency. This, however, was considered

essential if the funds to finance such a unit are available.

Cooperation between the members of staff in the risk

management unit and those in other units in the

department/agency is considered critical. The head of

this unit focuses on putting in place a department-wide

risk management programme and coordinates the risk

management activities of other managers.

7.1.12 Availability of risk management training

improves the process

The majority of countries and organisations reviewed
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have reported that training on risk management

practices, techniques, methods and models is important

for effective risk management. This ensures that the risk

management function does not itself become a risk by

letting untrained people perform this vital function in

government departments and public agencies.

7.2 All levels of management (including top

management)

7.2.1 The environment should be assessed

Risks arising from interactions with other organisations

and within individual organisations are assessed and

managed. The result of this is a compilation of a risk

profile of the department in relation to others. This

comprehensive focus allows organisations to achieve

their results and objectives more effectively. All the

countries and organisations reviewed agree that

environmental scanning is critical to the achievement of

departmental/agency objectives.

7.2.2 Stakeholder identification and participation is

critical

It is important to identify the stakeholders who benefit

and will be affected by the risk management activities of

the department. This includes other public sector

agencies and programmes within a given department/

agency. Most of the stakeholders within the internal and

external environments are the main causes of risks that

a given department faces. Without their cooperation and

participation, it is less likely that effective results will be

achieved to realise the objectives of the department.

Stakeholder participation requires effective communi-

cation systems.

7.2.3 Effective communication is of utmost

importance

The countries reviewed view communication on risk

matters crucial at all levels of management. Employees

at the lower levels need to understand the purpose of risk

management activities and their contribution to the

achievement of the agency’s/department’s objectives.

Risk triggers and indicators are also considered

important components of the ‘early warning system’. The

reporting and information systems are vital in this case.

They must have the capacity to make the information

available (both from internal and external environments)

as and when it is required. A forward-looking approach

that allows personnel to consider the long-term impact of

risks in the performance of the department/agency, is

crucial.

7.2.4 A good understanding of the concept of risk

The majority of those organisations reviewed show

evidence that a good understanding of the concept of

risk is important for the employees. It is a prerequisite for

the proper identification of relevant risks. Without a clear

definition and understanding of risk, departments tend to

identify irrelevant occurrences as risk. The most

important thing to understand is that risk is composed of

both the occurrence and the impact.

7.2.5 Create awareness

Successful risk management frameworks have put

emphasis on the awareness among employees of the

impact of their actions on the performance of the

organisation as a whole. Ethical values are of particular

importance in this case. Effective communication chan-

nels are considered important for creating awareness.

This involves clearly defining lines of reporting between

various levels of management within a department.

7.2.6 Tools, techniques and models must be used

with caution

All countries and organisations reviewed use tools,

techniques and models although to varying degrees.

There is, however, a common understanding that the use

of such tools and techniques should promise benefits

because there are costs involved. In cases where an

informed opinion would do as much as a complicated

model, it is advisable not to use such models. There is,

however, agreement that the quantitative estimates of
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risks help inform policy and budgeting for contingencies

and are, therefore, desirable.

7.2.7 Integration of the risk management process

with other management processes 

All the countries and organisations reviewed have

reported the importance of integrating the risk

management process with other management

processes. That is risk management must be done within

the context of planning, organising, directing and control.

For instance, the identification of risks needs to be done

at the strategic planning sessions that the department

undertakes each year. Responsibilities for risk and

awareness of risk must be linked to the key objectives of

the department. The performance management

framework should consider risks as well.

7.2.8 Everyone is a risk manager

Management has to instil the mentality or philosophy that

everyone should get involved in the risk management

process. Whatever is done in the organisation has some

degree of inherent risk. Thus, risk management is not top

management’s responsibility only. Countries reviewed

agree that all members of the department/agency need

to get involved in risk management.

7.2.9 Each risk must have a risk owner

All the risks identified and recorded in the risk register

should be assigned to specific risk owners. These people

will be responsible for implementing risk action plans. This

ensures that all the risks receive some degree of attention.

Risk owners are expected to interact with those who are

responsible for causing risks. These might be located

within the internal or external environments of the

organisation.

7.2.10 Risk management is a ‘continuous process’

All the countries and organisations reviewed agree that

risk management is not a once-off exercise. Continuous

monitoring, reviewing, and controlling of risks are

necessary to ensure that all the risks are up to date. This

is because, in general, conditions and priorities change

as time progresses. Continuous improvement is

considered very important if risk management has to be

effective in an ever-changing environment. It enhances

the quality of the services offered by integrating the

learning results into risk management practices.

7.2.11 Active monitoring and review of risks

The risks that are identified at the strategic planning

process do not remain the same over time. As variables

in both the internal and external environments change,

so does the status of individual risks to which an

organisation is exposed. Therefore, risks are actively

monitored and reviewed to ensure that they do not cause

more damage than expected. In principle, those risks

whose expected values of loss exceed certain thresholds

are graduated to higher classification levels so they can

receive attention of higher levels of management.

7.2.12 Sharing risk management experiences across

government

Successful frameworks have adopted strategies of

sharing best practices in risk management across

government. This also allows for benchmarking of

departments’ performance in relation to the framework.

It, however, requires a higher level of coordination. 

7.3 Additional practices from the TBS study

The Treasury Board Secretariat (TBS) of Canada has

commissioned a study on best practices in risk

management in countries around the world. Twenty-one

best practices were identified in that study and all of them

are important and relevance to the Canadian Federal

Government. Some of the best practices identified in that

study have also been identified in this report. This section

summarises the additional best practices that were in the

TBS study but not identified in this report. It does not

attempt to classify individual practices according to levels

of management, as the TBS study did not attempt to

make such a classification.
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7.3.1 Face-to-face workshops for senior

management

These aim at developing senior management support for

the risk management framework and to facilitate its

implementation.

7.3.2 Risk management committee

In this case, a separate risk management audit

committee is established to look at risk management

issues within the department.

7.3.3 Working to overcome resistance

This involves working with particular employees on all

parts of the risk process to overcome resistance to

objectives from top management because of cultural

values.

7.3.4 Utilising the best of the existing structure to

work with

This involves amalgamating like processes into one

central function.

7.3.5 Pre-Implementation training in risk

management and support of employees

This involves showing employees how to do things

before introducing them to new risk management

concepts and tools.

7.3.6 Using teams and committees

Teams and committees were considered important as

they integrate the various sectors and allow the sharing

of information. It focuses diverse disciplines on common

objectives.

7.3.7 Scenario planning

In this case, scenario planning examines various

uncertainties to determine whether the organisation is

prepared for the challenges ahead.
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The countries reviewed in this report have common

pressures that necessitate adoption of best practices.

These include factors such as increasing globalisation,

limited resources (financial), increased demands for

accountability and transparency to the electorate,

alternative forms of service delivery such as Public

Private Partnerships (PPPs), broader public sector and

budgetary reforms, autonomy of heads of departments,

rapid technological developments, etc. For South Africa,

these are all relevant mainly because of the increasingly

globalising world, coupled with its return to the

international community. Countries no longer operate in

isolation, but are becoming increasingly dependent on

each other.

The public sector reforms, including the Public Service

Regulations (1999) and the Public Finance Management

Act (1999) have given rise to a large number of new

issues that public sector agencies/government

departments are required to comply with or to at least

take into account. The PFMA (1999), in particular,

requires public sector agencies and government

departments to put in place risk management systems.

Although it does not prescribe the framework and best

practices that need to be followed, it mandates agencies

and departments to take a proactive approach in

managing risks. Secondly, the PFMA recognises

alternative methods of service delivery. To this end, it

gives contracting out special focus and requires

departments to put in place procurement systems that

are fair and efficient. The provision about efficiency of

service delivery implies that all systems have to be in

place. The constitution requires budgetary structures

across spheres of government to be consistent to

facilitate comparability. This will prevent risks by

contributing to the promotion of transparency. The PFMA

takes this requirement a step further by requiring

departments to present their budgets by main divisions of

votes and to have measurable objectives. This is an

attempt to link planning with budgeting and service

delivery. 

A study undertaken for the TBS of Canada has

summarised the best practices that were identified by

those organisations that were reviewed around the

world. The countries reviewed in this document have

also identified most of those best practices. In fact, all the

countries that are reviewed here, except for some of the

organisations, have been included in the Canadian TBS

study. 

A notable output of that study was the assessment

criteria that were developed for the applicability of best

practices to the Canadian Federal Government. These

criteria are broadly relevant to the South African case

given the current policy, constitutional and legislative

framework, and are reproduced here:

a) Has broad applicability, beyond the protection of

assets and people,

b) Fosters a supportive work environment,

c) Supports innovation,

d) Improves service delivery, e.g. efficiency and

effectiveness,

e) Improves access to government services,

f) Facilitates management decision-making,

g) Promotes sound resource allocation,

h) Is easily understood and used (plain language, user

friendliness),

i) Helps managers understand the context and

implications of risk,

j) Demonstrates communication/involvement with

stakeholders,

k) Facilitates cultural shifts and change management,

l) Builds on existing knowledge, lessons learned in the

organisation, and considers opportunity costs,

m) Has a clear and potentially applicable accountability

or governance framework,

8 APPLICABILITY OF BEST PRACTICES TO 
SOUTH AFRICA
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n) Makes effective use of audit and evaluation

resources,

o) Links horizontally in the organisation,

p) Integrates well with the existing management

framework, processes and practices.

Although the best practices presented in this report

would not be ideal for each individual department in

South Africa, they are relevant if all departments are

taken collectively. They have the potential to assist in

ensuring the progress that government departments

have made on implementing risk management

frameworks, are further enhanced. They will also assist

in making individual departments aware about the steps

they could take to improve their risk management

practices. 
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Risk management is one of the components of internal

control environment. If a risk management framework is

designed and implemented effectively, it contributes to

the overall effectiveness of the internal control system.

This in turn ensures that risks are prevented from

happening unnecessarily. The role of Internal Audit and

the Audit Committee as part of the risk management

process is essential to the implementation of an effective

management framework.    

Corruption is one of the most prevalent sources of risks

in the operation of government departments and public

agencies. Establishing procedures for the handling of

finances (including authorisation of payments and

grants) ensures that these risks are minimised. A well-

designed procurement system and the drafting of fraud

prevention plans are essential in this case. The

separation of functions within the organisation ensures

that there is no confusion and duplication of activities.

Where functions are not well defined, accountability

cannot rest on particular individuals because activities

tend to overlap.

Performance management systems, if well designed,

also play a vital role in facilitating risk management. The

measurement of performance and the planning activities

that are necessitated by this system promote a long-term

view of organisational performance. Human resource

management is at the heart of this system and suggests

that policies need to be designed that will trigger 

actions consistent with the development of the

organisation and stimulate the desire of employees to

support it. An incentive system that recognises

performance of individual employees is indispensable.

Asset management systems are aimed at ensuring that

assets of the organisation are managed to yield

maximum benefits. This is consistent with the minimisa-

tion of both financial and operational risks. Municipalities

are at the front end of service delivery and invest large

sums of money on infrastructure assets such as

underground systems for water supply. Focusing on the

life cycle management of such assets helps in identifying

and minimising risks that are more likely to happen until

the assets approach the end of their useful lives. 

The discussion above suggests that all the systems that

the organisation puts in place should have risk

management as one of the core areas of focus. The

integration of risk management with other management

systems is of utmost importance. Risk management

cannot be a success if other management systems are

not coordinated and integrated with it. It is thus important

to ensure that organisations have effective management

systems to support risk management. In this context,

evaluating the effectiveness of risk management

frameworks is seen as just part of the broader evaluation

that needs to be conducted in the public sector.

The current public sector reforms and changes in public

sector management give rise to the need for training of

managers in the public sector. It is important to note that

an evaluation of management systems will contribute to

identifying those areas where further training is required.

Without such training public sector managers are less

likely to realise the potential for improved service delivery.

9 INTEGRATING RISK MANAGEMENT WITH 
OTHER SYSTEMS
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This report shows that there is a general agreement on

what constitutes a risk management framework.

However, what is regarded as best practice differs from

organisation to organisation. This report has adopted a

more comprehensive and inclusive approach by defining

best practices as those that are recommended by all

countries and organisations that were reviewed. This has

led to the identification of 24 specific best practices apart

from the generic risk management process on which all

the countries agree. Among these best practices, some

are worth recapping here.

Continuous improvement was by far the most frequently

reported best practice among the countries reviewed.

This suggests that risk management is an ever-changing

field and requires organisations to pay closer attention

into the developments both in the external and internal

environments. Top management’s strategic direction and

commitment are also regarded as very important if risk

management processes are to be successful and

effective. Here management is expected to lead the

process and ensure that everybody within the

organisation understands the benefits risk management

has for the organisation. Involvement of all personnel at

all levels of management ensures that risk management

activities are applied consistently across all levels of

management within the organisation. Again, the

philosophy that everybody is a risk manager ensures 

that everybody is involved in risk management

programmes.

Risk management is not undertaken in isolation. The

countries reviewed have repeatedly reported that it has

to be integrated with other management processes

taking place in the organisations. This involves, but is not

limited to, strategic planning processes, performance

management systems, human resource management

systems, reporting systems and other internal control

activities. Top management sets the tone of risk

management. The main activities involved here include

defining the context within which the risk management

activities will be undertaken as well as the scope or

coverage of risk management activities. The whole

system is facilitated by an effective communication

system. Without it, employees are less likely to know and

understand the purpose and importance of their activities

in the whole risk management system and in contributing

to the overall objectives of the organisation. A clear

definition and communication of the concept of risk, is

pivotal to the success of risk management programmes.

Defining reporting methods, frequency or reporting, and

clear lines of reporting and accountability make a

significant contribution to a well-informed and motivated

organisational team.

All the countries reviewed use risk management tools,

techniques, templates and models, although to varying

degrees. The use of these depends mainly on the

availability of financial resources and adequately trained

personnel. As a result, some countries define the stages

of advancement in implementing risk management

frameworks to allow for differences in financial capacity

of the public sector agencies. 

It was noted in this report that the Treasury Board

Secretariat (TBS) of Canada commissioned a study on

best practices in risk management. Some of these best

practices were also identified in this report. However,

those that could not be identified, but were identified by

the TBS study, were also summarised in this report

because of their perceived applicability to the South

African public sector. It was also indicated that the best

practices reported in the TBS study were based on a

survey that was done in countries around the world. The

survey covered all the countries that were reviewed in

this study, including South Africa. 

This report has conducted a brief assessment of the

10 SUMMARY AND OBSERVATIONS
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applicability of the identified risk management best

practices to the South African public sector. It concludes

that given the policy and legislative framework 

on risk management in South Africa, the best 

practices are broadly applicable. It was pointed out 

that individual agencies are more likely to find 

some of the best practices are applicable to their 

environments, while others might be less applicable.
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12 SUMMARY ON BEST PRACTICES

This table presents information on best practices on the

four countries reviewed. Although there were other

agencies that were reviewed within each of these

countries, it was decided to group them with the

countries to which they belong.

It is important to note that the best practices identified here

are somewhat different from those reported in the TBS

study. The most important difference between the TBS

study and the current study is that different methods of

obtaining information were used. The TBS study put more

emphasis on best practices that contributed to the

improvement of performance in each of the countries and

organisations surveyed. It also limited best practices to

those that were identified by at least two countries or

organisations. This is the principal reason why the results

are more likely to differ and does not necessarily mean that

there are countries that do not practice what others do.

The differences as outlined on the table are also a result

of the fact that the current study depends on the

documents published while the TBS study depended on

a survey and did not mention the specific countries that

employ certain practices (i.e. it aggregated the results).

Although the best practices listed in the table are

believed to be the most comprehensive set of best

practices, the way the information is presented in the

table is thus a misrepresentation of the actual extent to

which individual countries employ certain practices.

There is reason to believe that there are outstanding

documents that could not be located in undertaking 

the current study, either because they were not 

published or because they could not be located easily. 

As a result, the summary table is considered to be 

of limited applicability in establishing the extent 

or effectiveness of best practices in the countries

reviewed.
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Summary of Risk Management best practices

Risk Management Framework UK US Canada Australia

Establish context

Define organisational structure � � � �

Assess internal and external environment � � � �

Formulate risk management policies and objectives � � � �

Clear delineation of authority, responsibility and accountability � � � �

Assess organisation’s risk management capacity � �

Define the agency risk appetite � � � �

Set the risk organisation-wide risk management budget � � � �

Define the scope of risk management � � � �

Risk identification

Risk analysis/evaluation

Risk attributes � � � �

Risk classification � � � �

Risk prioritisation � � � �

Risk treatment planning

Avoidance � � � �

Transfer � � � �

Insurance � � � �

Reduction � � � �

Monitoring and reviewing risks � � � �

Controlling risks � � � �

Communicating and reporting risks � � � �

Continuous improvement � � � �

Risk management techniques, tools, methods, approaches and models � � � �

Risk management plan � � � �

Best practices on risk management

Risk management is a continuous process � � � �

Everyone is a risk manager � � � �

Clear definition of scope and depth of risk management � �

Tools, techniques and models must be used with caution � � � �

Effective communication is of utmost importance � � � �

Contingency planning and budgeting is important � � �

Internal audit committees and audit units must be established � �

Availability of risk management training improves the process � � � �

Each risk must have a risk owner � � � �

Integration of risk management with other management processes � � � �

Risk management policies must be developed � � � 

Stakeholder identification and participation is critical � �



Summary of Risk Management best practices

Risk Management Framework UK US Canada Australia

Clear definition of organisational objectives is essential � �

Senior management must support risk management and provide
leadership

� �

Senior management must approve the risk management framework � �

Active monitoring and review of risks � � � �

The environment must be assessed � �

Top management defines the tone for risk management � �

Clear statements of accountability � �

Create awareness �

A good understanding of the concept of risk � �

Sharing risk management experiences across government � �

Independent risk management unit �

Face to face workshops for senior management �

Establish risk management committees �

Working to overcome resistance �

Utilising the best of the existing structure to work with �

Pre-implementation training in risk management and support 
of employees

�

Scenario planning �

Using teams and committees �
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Activity: ........................................the lowest level of the Work Breakdown Structure. A packet of work, which forms the

basic building block of a Plan or Network.

Activity on Node: ........................a form of network in which the activities are represented by nodes linked by

dependencies. The Nodes are normally rectangular.

Actual Finish Date: ......................the date an activity is actually finished.

Actual Start Date:..........................the date an Activity actually started.

Backward Pass: ..........................a sequence of arithmetic calculations by which the Latest Start and Latest Finish

dates of activities is calculated. This is the second phase of Critical Path Analysis.

Beta Distribution: ........................the statistical distribution, which is commonly used in the Three Duration Technique

to calculate the duration of an activity.

Brainstorming: ............................the unstructured and dynamic generation of ideas by a group of people where

anything and everything is acceptable. It is particularly useful in generating a list of

possible project risks.

Budget: ........................................a plan showing the amounts of money allocated to various projects, programmes or

activities decided on during the planning stage.

Compound Risk: ..........................a risk that comprises a number of inter-related risks.

Contingency: ................................sums of money or amounts of time that are set aside as contingency as determined

by risk analysis results, which may be used in the event of risks occurring.

Cost Benefit Analysis: ................the analysis of the potential costs and benefits of a project, which allows comparison

of the returns from alternative forms of investment.

Critical Path Analysis: ................a simple calculation of a network of activities which results in a date which is the

earliest possible completion of the project taking time and logic only, into account. 

Delphi Technique: ........................an iterative process whereby a consensus view is reached by consultation with

experts. Often used as an estimating technique.

Duration: ......................................the amount of elapsed time an activity is estimated to take.

Early Event Date: ..........................the earliest date an event could occur.

Early Finish Date: ........................the earliest date by which an Activity can finish.

Early Start Date: ............................the earliest date by which an Activity can start.

Estimate at Completion: ..............the current estimated total cost of the project.

GLOSSARY OF SELECTED TECHNICAL TERMS
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Impact: ..........................................an assessment of the adverse effect of the risk occurring. Commonly used in risk

analysis as one part of the assessment of a risk, the other being Likelihood.

Internal Rate of  ..........................the rate that equates the Present Value (PV) of the stream of cash flows to the initial 

Return (IRR): capital investment in a project.

Likelihood: ....................................Likelihood is an assessment of the probability of a risk occurring. Used in Risk

Analysis as one part of the assessment of a risk, the other being Impact.

Likely Duration: ............................One of the three durations used in the Three Duration Technique.

Milestone: ....................................an activity of zero duration representing a significant deliverable or stage of the

project.

Monte Carlo Analysis: ................this entails random selection of activity durations from a specified range and

performing Critical Path Analysis many times based on different durations. The result

is probability distributions for the start and finish times and calculation of a Criticality

Index for each activity in the Network.

Network: ........................................a diagram in which the logical relationships between activities are shown in either

activity on arrow or precedence format. Used as a basis for Critical Path Analysis.

Net Present Value (NPV): ............the net value of future stream of payments or benefits in today’s monetary terms.

Used to evaluate project viability or returns in comparison to others in the market.

Peril: ..............................................a risk or risky event. Also referred to as a cause of a possible loss.

Probability: ..................................usually used in the context of risk as a measure of the likelihood of a risk occurring.

Probability/Impact Table: ............an alternative name for a Risk Matrix.

Product Breakdown Structure:....it identifies products which are required and which must be produced and represents

them in a hierarchical way.

Qualitative Risk Analysis: ..........a generic term for subjective methods of assessing risks e.g. identification of

likelihood and impact.

Quantitative Risk Analysis: ........a generic term for mathematical techniques for analysis and assessing risk e.g. PERT

and Monte Carlo Analyses.

Risk: ..............................................the probability and impact of an occurrence 

Risk Analysis: ..............................the process of ascertaining the probability and impact of uncertain events using one

or more of the techniques available.

Risk Appetite: ..............................the tendency of the organisation to undertake risky projects as reflected in

management philosophy and policies.

Risk Avoidance: ..........................the process of planning activities to avoid risks, which have been identified by using

an alternative method of service delivery.

Risk factors: ................................observable and measurable indications of the presence of risk.
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Risk Identification: ......................the process of identifying risks together with their likelihood and impact. The most

important feature of identification is a risk statement.

Risk Management: ....................the process of managing risk is, therefore, defined as a method of 

identifying, analysing, assessing, treating, monitoring and communicating risks

associated with any activity, function or process that will enable organisations to

maximise opportunities and minimise losses. 

Risk Management Plan: ..............a document that contains all the information about the risks, processes, resources

and techniques that are available and to be utilised in conducting risk management

activities.

Risk Matrix: ..................................a matrix containing the identified risks as rows and columns for Impact and

Likelihood. Each cell in the matrix contains a classification from the risk ranking

process.

Risk Prioritising: ..........................the ordering of Risks according to their risk value and then deciding which need to be

treated as priority and what action is required by whom.

Risk Ranking: ..............................the allocation of a classification to the impact or likelihood of a risk. This may be in

the form of High, Medium, Low or a numeric classification on a scale or index of, say,

1 to 5.

Risk Register: ..............................a file containing all relevant information relating to the identification and management

of a risk.

Risk Reduction: ..........................action taken to reduce the likelihood or impact of a risk occurring.

Risk tolerance levels: ..................the level of risk exposure that management is prepared to tolerate.

Risk Transfer: ..............................where a contractual arrangement exists between two parties for delivery and

acceptance of a product the liability for the costs of a risk may be transferred from one

party to the other. A good example of risk transfer exists in Private Public Partnerships

(PPPs). Note that insurance is also some form of risk transfer.

Risk Value: ....................................the number obtained when numeric impact and likelihood values are multiplied.

Secondary Risk: ..........................a risk that comes about because of avoiding or reducing another risk.

Work Breakdown: ........................a tree diagram that breaks a project down in structure increasing levels of detail. The

lowest level of the Work Breakdown Structure comprises activities. It is used for

estimating and scheduling the work.

B E S T  P R A C T I C E S  O N  R I S K  M A N A G E M E N T  F R A M E W O R K S  F O R  T H E  P U B L I C  S E R V I C E42



1. NET PRESENT VALUE

The Net Present Value (NPV) is the net value of future stream of payments or benefits in today’s monetary terms. Used

to evaluate project viability or returns in comparison to others in the market.

The NPV of a project is represented by the following general formula:

NPV   =
S1 +

S2 +
S3 + � +

Sn -  IO
1  +  k (1  +  k)2 (1  +  k)3 (1  +  k)n

where Sn is the net cash flow from period 1 to period n, n is the duration of the project in years, k is the cost of capital or

discount factor (which reflects the opportunity cost of funds) and I0 is the initial investment. This formula is usually

compressed to a shorter version as follows:

n

NPV   =   Σ St - IO
t = 1  (1  +  k)t

The following formula is used to determine the net cash flow (Sn), where 

Sn = Revenue (income) - cost (ea.capital outlay + other expenses less salvage value)

The formula sums the net cash flows for the duration of the project and discounts them by the cost of capital (opportunity

cost). From this figure, the initial capital outlay is subtracted. If the answer is positive, the project is accepted and vice

versa. Note that the PV of cash flows declines as k is increased. This means that there is a ceiling discount rate at which

the project will be rejected as the PV of cash flows falls below the initial cost of investment. Whether the project is

accepted or rejected depends primarily on the decision rule set by management. There are cases where management

can set the decision rules to allow for the acceptance of projects with negative NPV within a given range or where a

project is characterised by significant non-monetary benefits that outweigh quantified costs.

Example: Consider an example of a water department in a municipality that is considering putting in place an

underground water system. Assume an initial capital outlay of R1 000 000 for building a system and assume that the

discount rate is 10%. With the income generated over the life of the system, say three years, less the initial capital outlay

and the annual operating costs with no salvage value, say the net cash flow values of the three years are as follows:

• Year 1: R200 000

• Year 2: R300 000

• Year 3: R800 000

Over the life of the system, one gets the discount factors as listed in the table below.

• Year 1: 100% / 110% = 0.909

• Year 2: 0,909 / 110% = 0.862

• Year 3: 0,862 / 110% = 0.751

ENDNOTES - 
DISCUSSION OF TECHNICAL CONCEPTS
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By multiplying the net cash flow by the discount factor, one gets the PV of cash flow as shown in Column 4 of the table.

The sum of the PVs is R1 030 400, which is greater than the initial outlay of R1 000 000. This means that the project is

accepted.

It is, however, important to note that if the discount rate is 15%, the PV of net cash flows is less than the initial capital

outlay meaning that the project will be rejected at that rate. This confirms that the PV declines as the discount rate rises.

It also suggests that as long as there are sectors that are productive in the economy, funds need to be invested in uses

that will yield the returns that are greater or equal to those in other sectors. If this condition is not fulfilled, such an

investment is equivalent to a waste of resources. In the public sector, however, investments with negative NPV can still

be accepted because some of the benefits derived from public projects are non-monetary and, therefore, cannot be

quantified.

2. INTERNAL RATE OF RETURN (IRR)

The IRR is the rate of discount that reduces the Present Value (PV) of the income stream to equality with the initial capital

investment in a project. It is the breakeven point and is represented by the following formula:

IO =
S1 +

S2 +
S3 + � +

Sn

1  +  i (1  +  i)2 (1  +  i)3 (1  +  i)n

where i is the internal rate of return that forces the NPV to zero. The other variables are the same as in the NPV formula

as shown above. Like the NPV formula, the IRR formula can be compressed to a shorter version as follows:

n

IO =   Σ St

t = 1  (1  +  i)t

Net present Value at 10% discount rate

Year: NPV Net cash flow Discount factor Cash flow PV

1 200000 0.909 181800

2 300000 0.826 247800

3 800000 0.751 600800

PV of receipts 1030400

Less initial outlay -1000000

NPV 30400

Net present Value at 15% discount rate

Year: NPV Net cash flow Discount factor Cash flow PV

1 200000 0.87 174000

2 300000 0.756 226800

3 800000 0.658 526400

PV of receipts 927200

Less initial outlay -1000000

NPV -72800



The formula shows that the present value of net cash flows should be equal to the initial capital outlay, if the internal rate

of return is used. Stated, alternatively, the internal rate of return is that minimum rate that guarantees acceptance of the

project under the NPV criterion. The internal rate of return is derived by performing iterations (i.e. through trial and error).

Looking at the reduced version of the IRR formula, it is clear that by varying i one would ultimately find the rate at which

the Right Hand Side (RHS) of the equation is equal to Io. This example can be easily applied to any government

project in which the NPV analysis could be applied e.g. building a new bridge. See Levy and Sarnat (1986) for a

demonstration of the process of iteration.

Example: Assume that net cash flows are as shown in the table below and the useful life of the project is three years

with an initial investment of R1000. 

The table on the next page shows that the first iteration was performed at an 8% discount rate. Column 3 records the

discount factors that are relevant for that discount factor over the period of three years. The product of the discount factor

and the net cash flow is the present value of cash flow and is recorded in Column 4. The total present value of receipts

is R1067, which is more than the original R1000 outlay. Therefore, the discount rate of 8% is not the internal rate of return

since it does not equate the PV of net cash flow with the original capital investment. This suggests that a higher discount

rate is necessary.

The table shows that the next trial was conducted using a 15% discount rate. The discount rate yielded a PV of net cash

flow of R954.1, which is less than the initial capital outlay. Still 15% is not the internal rate of return because it fails to

drive the NPV to zero. The final iteration was performed using a 12% discount rate. It is only at this discount rate that the

NPV of cash flow is driven down to zero. The discount rate of 12% is therefore the internal rate of return. If this internal

rate of return is greater than the cost of capital, then the project will be accepted and vice versa.
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Year Net cash flow Discount factor Cash flow PV

First iteration: 8% discount rate

1 452 0.926 418.6

2 500 0.857 428.5

3 278 0.794 220.7

PV of receipts 1067.8

Less initial outlay -1000

NPV 67.8

Second iteration: 15% discount rate

1 452 0.870 393.2

2 500 0.756 378.0

3 278 0.658 182.9

PV of receipts 954.1

Less initial outlay -1000

NPV -45.9

Final iteration: 12 % discount rate

1 452 0.893 403.6

2 500 0.797 398.5

3 278 0.712 197.9

PV of receipts 1000

Less initial outlay -1000

NPV 0
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3. COST BENEFIT ANALYSIS

The following example illustrates how a cost benefit analysis is undertaken for a road construction project. Assume that

the Department of Transport is faced with two options regarding the construction of a road between the two towns. Option

1 is a road with single carriageways in both directions and Option 2 involves double carriageways in both directions. The

following table shows the analysis potential benefits and costs of such options.

Note that the table also includes non-monetary benefits that cannot be readily quantified. In this case, although the

department has the total monetary estimates, there still is room for making a value judgement regarding whether the

project should continue or not taking account of the non-monetary benefits and costs.

4. NETWORK ANALYSIS DIAGRAM

The following figure gives an example of a network analysis diagram. Within government departments, the technique can

be applied to the construction of capital projects with many alternative activities. It shows a number of paths that an

department can take from the start to the finish. Each path is composed of activities that are relevant for the particular

path. Some of the activities are mutually exclusive rendering the numbering of activities useful for identification only; it

does not necessarily show the sequence to be followed from the beginning to the end. The circles show the completion

time of activities concerned rather than the starting time. By looking at the diagram, a number of paths can be identified

as follows:

Benefit and costs Option 1 Option 2

Project related costs R’000 R’000

Construction capital costs 98 265 158 963

Operating and administration costs 2 561 9 853

Maintenance costs 5 632 8 674

Environmental degradation Medium High

Total project related monetary costs 106 458 177 490

Project related benefits R’000 R’000

Reduced congestion on alternative routes Medium High

Increased economic activity 56 237 458 964

Toll revenue 98 563 100 589

Employment creation 36 541 98 742

Reduced accidents (R100000 per 100 fatal accidents avoided) 10 000 7 000

Total project related monetary benefits 201 341 665 295

Net monetary benefits (costs) 94 883 487 805
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A. Start � Act1 � Act2 � Act3 � End: Duration = 11 days

B. Start � Act1 � Act2 � Act5 � Act6 � End: Duration = 11.5 days

C. Start � Act4 � Act5 � Act6 � End: Duration = 10.5 days

D. Start � Act4 � Act9 � Act6 � End: Duration = 10 days

E. Start � Act4 � Act9 � Act10 � End: Duration = 11.5 days

F. Start � Act7 � Act8 � Act10 � End: Duration = 11 days

It is clear from the above that both Paths B and E are the longest possible paths for this particular project with the duration

of 11.5 days. The shortest possible path is D with the duration of 10 days. By identifying the possible risks arising from

schedule delays at each of the points along individual paths, the department can select the best possible path to minimise

delays due to schedule risk. For a detailed discussion on networks, see Taylor III (1999) Chapter 11 and Michaels (1996)

Chapter 4.

5. MONTE CARLO ANALYSIS

To illustrate how Monte Carlo analysis works; take an example of the Department of Correctional Services where those

sentenced to imprisonment go to prison on a weekly basis. The problem Correctional Services is faced with is how much

additional food to make available on a weekly basis taking account of the number of new prisoners. Assume the

department has data from the previous eight years, which show the following pattern for individual weeks in a given

month.
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Act1

Start
Act4

Act8

Act2

Act5

Act9
Act6

Act10

Act3

End

Act7

2d

2d

2d

3d
3d

3d

3d

3d

4d

2d
3.5d

3.5d

2d

2.5d
1.5d

3d

d = days

Act = activity



The first column shows the number of prisoners per week, the second column shows the number of times that number

of prisoners has occurred over the time period recorded, the third column shows the probability of individual numbers to

happen and the fourth column includes cumulative probabilities (i.e. individual probabilities added sequentially over the

sample range). The main purpose of calculating cumulative probabilities is to make sure that the sum of

probabilities adds to 1. Note that for each cumulative probability figure, there is a relevant value for the number of

prisoners that arrived in one week. These probabilities could also have been numbers from one to 99 allocated to each

of the number of prisoners that arrived in individual weeks. What the department has to do is to pick up random numbers

between zero and one and match them with the cumulative probability figures as recorded in the table above. Generating

random numbers can be done on an Excel spreadsheet or the department can use ready-made random number tables. 

For the purposes of this example, if the department chooses a random number 0.252, then the corresponding value

(number of prisoners likely to come in a given week) on the table would be 57. If instead the random number picked is

0.858 then the corresponding weekly arrival of prisoners is 95. This exercise can be for a large number of times. Then

by summing the answers generated and dividing them by the number of times the simulation was conducted, the

department will get an estimate of how many prisoners are more likely to come per week. Note that by increasing the

number of times you do the simulation you get closer to the true value of the average number of prisoners more likely to

go to prison per week. This exercise allows the department to compare what is has with the likely demand for food by

incoming prisoners and to mitigate the risk of food shortages by taking appropriate steps.

Incoming prisoners per week Frequency of arrival Probability Cumulative probability

48 33 0.079 0.079

53 21 0.05 0.129

56 27 0.065 0.194

57 24 0.058 0.252

64 22 0.053 0.305

65 30 0.072 0.377

75 26 0.062 0.439

78 20 0.048 0.487

82 28 0.067 0.554

85 32 0.077 0.631

87 34 0.082 0.713

89 31 0.075 0.788

95 29 0.07 0.858

96 18 0.043 0.901

98 41 0.099 1
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6. SIMPLE PROBABILITY EVALUATION

The following figure gives an example of a simple probability evaluation of a number of sources risks that can be identified

in any department. Each of the sources of risks identified is assigned a probability of occurrence and the amount of

money that is more likely to be affected. The product of the combination shows that amount of money that the department

might lose because of risks materialising.

The figure shows that this particular department is exposed to a risk level of about R22 m from three principal sources of

risk, namely, outsourcing, asset sales and technological advancements. These estimates usually feed directly into agency

contingency plans.

7. SENSITIVITY ANALYSIS

Sensitivity analysis can be used in all circumstances where numerical data are available. It shows how outcomes differ

under a range of circumstances. 

Example: The following example presents information on a budget of an imaginary department that budgeted for a

surplus of R10 000 in a given financial year. There are three programmes and estimated gross revenue of 

R200 000 for the financial year.

Estimated Revenue 200 000

Programme 1 150 000

Programme 2 30 000

Programme 3 10 000

Surplus 10 000

Consequences

Outsourcing 
R13m - 40%

Contract (R3ml0.3)

Guarantees (R8ml0.4)

Transparency (R2ml0.7)

Retrenchment (R9ml0.8)

Database (R0.5ml0.2)

Monopoly (R3ml0.5)

Authentic (R0.5ml0.3)

Debt size (R13ml0.6)

Internet (R1ml0.4)

R0.9m

R3.2m

R1.4m

R7.2m

R0.1m

R1.5m

R0.15m

R7.8m

R0.4m

R
isk level: R

22.65m
l0.47

LikelihoodIdentification

Asset sales
R25m - 10%

Technology
R2m - 50%

R
is

k 
ca

te
go

rie
s



To undertake sensitivity analysis, the department has to use the projected surplus as a starting point. It must assume a

range of possible estimation errors as a percentage of the original estimate. For the purpose of this example, plausible

estimation errors range from 5% to 50% on both the positive and negative sides. This is shown in the table below.

Column 1 of the table shows the possible estimation errors for each of the variables, namely, revenue, programme one,

programme two and programme three. Each time a variable changes by a given percentage, the overall surplus changes.

For instance, if revenue increases by 5% the surplus increases from R10000 originally planned to a new value of 

R20 000. The same calculation applies to all other variables for each of the percentage changes shown on the table.

There are a few important points to note from the information provided on the table. A 5% decline in expected revenue

drives the department to a balanced budget (i.e. the surplus falls to zero). Any further decline in projected revenue forces

the department to incur deficits. Secondly, an increase in projected expenditure for programme 1 by 5% does not

adversely affect the financial position of the department. However, any increase beyond 5% will force the department to

incur deficits. Programme three forces the department to incur deficits if an increase in projected expenditure is 40%.

Programme 3 does not have an effect on the financial position of the department for any of the changes in projected

expenditure as shown on the table (i.e. even a 50% increase in projected expenditure for programme 3 will not force the

department to incur deficits.

The conclusions that can be drawn from the information on this table are as follows:

• Small changes in projected revenue are more likely to have a profound impact on the financial position of the

department. This means that more effort should be devoted into projected revenue with reasonable accuracy and

should be actively monitored.

• Small increases in projected expenditure for programme 1 are also more likely to destabilise the financial position of

the department. The same level of effort should be devoted to projecting future values and active monitoring.

• Programmes 2 and 3 do not have profound effects on the financial position of the department, except for estimation error

of about 40% for programme 2. As such, these two programmes are less likely to be sources of serious risk for the

department. For further information on sensitivity analysis involving NPV calculations see Levy and Sarnat (1986: 258)

Sensitivity analysis

Estimation error Revenue Programme 1 Programme 2 Programme 3

-50% -90000 85000 25000 15000

-40% -70000 70000 22000 14000

-30% -50000 55000 19000 13000

-20% -30000 40000 16000 12000

-10% -10000 25000 13000 11000

-5% 0 17500 11500 10500

0% 10000 10000 10000 10000

5% 20000 2500 8500 9500

10% 30000 -5000 7000 9000

20% 50000 -20000 4000 8000

30% 70000 -35000 1000 7000

40% 90000 -50000 -2000 6000

50% 110000 -65000 -5000 5000
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8. FAULT TREE

The following diagram shows a simplified version of a fault tree. The reason that they are called fault trees is that there

is a tree-like formal notation that accompanies the analysis, in which different types of events are specified by differently

shaped containers, and the events are linked logically in tree like structures to lead up to the eventual fault of the system

(Slater 1998).

Example: The figure below shows the possible events that might lead to a car accident. These might be worn tyres,

drunken driving or faulty brakes. A number of events that can also contribute to the faulty brakes, namely, the

unavailability of brake fluid, worn brake pads or a damaged brake cable. Thus, fault trees are used for the

identification of the causes or sources of certain adverse events after a loss has already occurred.

9. EVENT TREE ANALYSIS

The following figure shows a summary of an event tree analysis. It is clear that this analysis is usually used as an

input in fault tree analysis because it identifies those probabilities that have the highest likelihood of occurring.

When this information is fed into the fault tree analysis, it is possible to put initial focus on those event that have the

highest probability of occurring. In contrast to fault trees, event trees show what is more likely to be a result of

something going wrong. They are therefore used before the department concerned incurs a loss due to adverse events.

Example: The example given here relates to the provision of clean water. If for instance, a municipal water department

does not provide clean water, there is a possibility that residents might have cholera, which in turn affects the productivity

of those who work. The figure below provides the probabilities of each of the events to happen within that sequence of

events. For instance, if the department provides clean water and cholera does not break out, the probability of productivity

to fall is very low at about 0.096.
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Car accident

Worn tyres Faulty brakesDrunk driver

Worn brake padsBrake cable damagedNo brake fluid



The same diagram is also used as a decision tree in which case the various segments of the tree represent the possible

decisions management can take. The branches at the far end of the tree show the probable outcomes of certain

decisions. If for instance the Department of Health faces the choice between providing an AIDS drug and not providing

it; the probable result of whatever decision is taken will be shown at the end of the branches on the figure above. The

ultimate outcomes of such decisions might range from decreased productivity due to higher infection rates to a rise in the

number of people who die from AIDS. Each of these outcomes will have a probability attached.

10. THE CAUSE-EFFECT DIAGRAM

This diagram is also called the fish-bone diagram because of its shape. The problem to be investigated is normally loca-

ted on the “head” of the fish and the possible sources of the problem are listed on each of the bones. The most common

sources of problems are usually the operational processes, materials, machines and people. In other cases, things such

as organisational policies are also investigated for possible causes of the problems. Each of the ‘bones’ can have as many

branches as possible. For further examples on Fish bone, techniques or cause-effect diagrams see Michaels (1996).

If, for instance, the department has lost money due to unauthorised cheques being processed, there might be several

causes of such an occurrence. In this case, the head of the fishbone would be labelled as ‘loss due to unauthorised

processing of cheques’. The branches would be used to list possible causes of such a loss. For instance, the first possible

cause might be staff members who have fraudulently copied signatures. In the case of machines such as computers, the

problem might be that the security system was weak as to allow unauthorised people to login, access cheque

authorisation records and other information. Regarding the processes, the problem might be that the processes do not

provide for independent verification of cheques signed by more than one person.
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Clean water not
available Cholera breakout

Productivity
declines Results

Productivity
falls (0.336)

Productivity
falls (0.448)

Productivity
falls (0.112)

Productivity
falls (0.096)

No (0.8)

Yes (0.2)

No (0.3)

Yes (0.7)

No (0.4)

Yes (0.6)

Yes (0.8)

No (0.2)

Effect

People

Materials

Machines
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